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FOREWORD

The purpose of thisguideisto provide guidance on the subject of antipilferage sed sto Department of
Defense (DoD) personnel.
Someof thetopicscoveredinthisguideare:

- Roleof sedls

- Sdection of sedls

- Examplesof Seds

- |dentification of sedls
- Control of sedls

- Ingalation of seds
- Inspection of seals
- Removad of sedls

Thisguide can help the reader develop aseal control program that can be integrated with an overall
security system. Thisguidedoesnot intend to give detail ed, step-by-step proceduresfor developing asedl
program. Instead, the god isto provideinformation and suggestionsthat will help aseal control program
be developed by afacility to meet its Site-specific requirements. Thisguideisto complement Federa
Specification FF-S-2738. If thereis a conflict between this guide and FF-S-2738, FF-S-2738 shall
prevail.

NOTE: Any referenceto amanufacturer isincluded only to
illustrate a piece of equipment. It is not intended to be a
recommendation or an endorsement of any product or

company.
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CHAPTER1
INTRODUCTION

DEFINITION

An antipilferage seal isadevice or material that indi-
catestampering or entry. Usually, antipilferage sealsare
for one-timeuse. However, there are somereusable sedls.
For the purposes of this guide, the term seal will be syn-
onymouswith antipilferage seal, security sedl, anti-tamper
device, and tamper indicating device. Anexampleof an
electronic seal isshowninFigure1-1.

Figure1-1. Microseal, Electronic Seal

ROLE OF SEALS

Seals are used to indicate unauthorized opening or
an attempted opening of containers (see Appendix
A for the definition of container as used in this
guide).

Currently, the mgjority of sealsare not used to pre-
vent access into a secured area.  Some seals are
constructed of material such as solid steel or cable
to delay intrusion.

Seals can act as psychological deterrents by mak-
ing potential violators aware that security measures
arein effect.

Seals can help with material control, accountability,
and inventory by associating aseal’ sidentification
with acontainer or the container’ s contents.

Anintact seal permitsverification of container con-
tentswithout repeatedly opening the container, thus

reducing the number of personnel needed to con-
trol secured items and minimizing the potential of
exposure to hazardous materials.

Seals are used as part of an overall security pro-
gram. Sealsare not used as the main line of de-
fense.

WHEN SEALS SHOULD BE USED

Some guidelinesto consider when determining whether
to useased are:

Use sealswhen thereisaDoD requirement.

Use seals when there is a concern about a covert
attack.

Do not use seals if a violated seal cannot be de-
tected soon enough to have an effective response.

Do not use sedls if existing security procedures
can be modified to reduce risk and will cost less
than the cost of adding seals.

USING SEALS EFFECTIVELY

To be effective, seals must be:
» Usedwith aseal control program
» Selected properly

Seal Control Program

Seals must be used with aseal control programthat is
part of an overall security system. Security systems usu-
ally consist of multiple components. Individually, these
components may not provide the desired protection. In-
tegration of components can result in a system that will
provide a high level of confidence and protection in
depth. If any single element failsto functioninamultiple
component security system, the other components will
continue to provide protection. Sealsand a seal control
program are examples of componentsthat can beimpor-
tant to an integrated security system.
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Seals' contributions and limitationsto a security sys-
tem must be understood if they areto be used effectively.
Thefollowing aretwo examples of how seals can contrib-
ute to an overall security system:

» Sedsaidindetermining how torespondtoanaarm.
If an alarmisactivated and an intact seal isfound, a
false alarm may have occurred. A broken seal indi-
cates possible tampering or entry into a secured
area.

Seals add protection to a security system by indi-
cating tampering with security devicesin the sys-
tem such asalarms.

Seals limitations are that they can be easily defeated
by adirect attack and can be surreptitiously defeated by
one of the following methods:

» Counterfeited seals or parts
Forcible entry then repair to the seal
 Careful manipulation of the sea

Seals can be counterfeited by substituting a similar
seal procured from the manufacturer and marked with the

sameidentifier, such asaserial number. These substitute
seals can be used to replace a broken seal after unautho-
rized entry. That iswhy itisimportant for the records of
seal identification marksto be secure.

Seals can be defeated and put back together by using
the broken partsor partsfrom another seal. Inspection of
the seals before, during, and after use is necessary.

Some seals can be defeated by manipulation with tools
and then put back in placeto give the appearance that no
unauthorized entry was accomplished. Careful inspec-
tion must be doneto find any anomaliesin the seal struc-
ture.

These are reasons why seals must be used with a seal
control program. Sealsalone are not intended as deter-
rentsto prevent unauthorized entry.

Selection

Selecting the proper seal for aparticular applicationis
very important. Making a decision about which seal to
useinvolves several considerationsthat are presentedin
Chapter 2.
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CHAPTER 2
SELECTION

SELECTING THE PROPER SEAL

Consider the following topics covered in this chapter
when selecting aseal:

Purpose of the seal

Type of container to be protected
Size and shape of the seal
Durability of the seal

Ease of installation and removal
Tamper resistance qualities
Tamper indicating qualities
Uniqueness

Cost

Integrating capabilities
Disposition of the seal

Seal control program (see Chapter 5)

M oreinformation about specific examples of sealscan
befound in Chapter 4.

PURPOSE OF SEAL

Determineif the main purpose of the seal isto be used
for tamper indication only. If aseal isused for tamper
indication and for inventory control and accountability,
consider a seal with bar codes or other automatic identi-
fication (Figure 2-1).

Figure2-1. Sea with Bar Code and Scanner

If you select a seal to aid in inventory control, make
sure that the identification system for the seals is com-
patible with the existing inventory system of the facility
where it will be used. For example, there are different
types of bar code “languages’ or symbology as well as
different types of bar code readers. The standard DoD
symbology isdetailedin MIL-STD-1189A. Theseria num-

ber of aseal can be also be linked to the inventory in a
container or area (Figure 2-2).

If the seal needsto give some protection against forced
entry, use a padlock (Figure 2-3), bolt (Figure 2-4), or
cable (Figure 2-5) style seal because they require more
effort to break.

Figure2-2. Plastic Strap Style Seal with Serial Number

Figure 2-3. Padlock Style Seal
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Figure 2-4. Bolt Style Sedl

Figure 2-5. Cable Style Seal
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TYPE OF CONTAINER TO BE SECURED

Select atype of seal that iscompatibleto the design of
the container. The seal must fit snugly so a container
cannot be opened or partially opened without breaking
the seal.

The container must be tamper resistant. For example,
a door must not be able to be removed by its hinges
without disturbing the seal or leaving evidence of entry.

SIZE AND SHAPE OF SEAL

The size and shape of a seal will be affected by the
type of container it will protect and the seal’ ssurface area
may need to accommodate bar codes, serial numbers, or
other information (Figure 2-6).

@

SExl o 1234667 YOUR COMPANY NAME |\

AIALED

Figure2-6. Car Plastic Strap Style Seal ID Number
DURABILITY
Environmental Compatibility and Length of Use

A seal must survive the environment in which it is
used. Choose the seal most acceptable for the environ-
ment and the length of timethe seal will be exposed. For
example, an environment near salt water may warrant the
use of aplastic seal (Figure 2-7) rather than ametal seal
that is prone to corrosion over along period of time. A
corroded seal could impair the detection of tampering.

Figure2-7. Plastic Tie Pull-Tight Style Seal

If ametal seal isrequired in acorrosive environment,
it could be used for a short period of time before corro-
sion begins. Thisiswhy you must determine the length
of timethe seal will beused in an environment. Consider
using abolt seal that isencased in aplastic covering that
protects against corrosion such asthe onein Figure 2-8.
Some metal seals are specially treated to slow corrosion
(Figure2-9).

Figure 2-8. Snapper Bolt Seal

Figure 2-9. Bolt Style Seal Coated with Zinc Chromate

Activity of the Stored Container

Consider the seal’ s durability compared with the ex-
pected activity of the container and its surroundings. A
seal can be accidentally broken when the container isin
frequent contact with other cargo. If an inappropriate
seal is used causing the seal to be prone to accidenta
breakage, the seal system canfail. A history of acciden-
tal destruction might be used to conceal tampering. Pad-
lock (Figure 2-3), bolt (Figure 2-4), and cable (Figure 2-5)
style seals could have the strength to resist breakage in
this situation.

Consider theflexibility of aseal. For example, acable
seal (Figure 2-5) may be flexible enough to withstand
contact with other cargo without breaking. 1f high secu-
rity is not a primary factor, consider one of the plastic
sealssuch asaplastic strap style seal or apull-tight style
seal because of itsflexibility.
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Physical Holding Capabilities

See Appendix B for the strength specifications of the
seal.

EASE OF INSTALLATION AND REMOVAL

Some seals, such as the plastic seal below (Figure 2-
10), areeasily installed with no tools.

Some seals require an installation tool(s) (Figure 2-
11). Make sure that the facility has the necessary tool
and personnel are trained in the proper installation of
that seal.

If a container is shipped with a seal that requires a
removal tool, verify that the receiver hasthe removal tool.
Thesetools need to be controlled as carefully asthe seals.

2
(g

Figure2-11. CableLock Seal with Installation Tool

TAMPER RESISTANCE QUALITIES

Tamper resistance of sealsin terms of defeat timesis
presented in Chapter 4 and in Appendix B.

TAMPER INDICATION QUALITIES

Sealsdiffer in tamper indicating properties. Some of
these are easily identified upon visual inspection. Other
indicating methods require close examination by a post-
mortem procedure. Determinewhat indicating properties
best fit your inspection capabilities, such asthe training
of your inspection personnel.

UNIQUENESS

All seals should be distinguished from other seals by
serial numbers, scratches, organization’s logo, random
marks, or other unique signature features (Figure 2-12).
The seal identification marks must be recorded and those
records controlled. This makes it more difficult for the
seals to be counterfeited.

Figure2-12. Fold Wire Seal with Logo

COST EFFECTIVENESS

Consider the cost of the seal compared to the impor-
tance of thematerial it isprotecting. Consider theoverall
system cost, such as cost of inspection, disposal, extra
tools, scanners, and/or training of personnel. However,
the cost should not dictate the use of an otherwise unac-
ceptable sedl.
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INTEGRATING CAPABILITIES

Choose the type of seal that integrates with the exist-
ing or planned security system. For example, sealscan be
used to augment an existing lock (Figure 2-13).

DISPOSITION OF USED SEALS
Determineif the user or thereceiver of the seal hasthe

capability to properly dispose of the seal per the disposal
procedures of that facility’ s seal control program.

Figure 2-13. Plastic Tie Seal Over aPadlock
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CHAPTER3
CONTAINERS AND SEAL EXAMPLES

INTRODUCTION

Various situations that may require seals are presented in this chapter. More than one style of seal may be used
depending upon the factorsthat were presented in Chapter 2. Theseareonly suggestions. Y ou must determinethe style
and specific seal that best fits your needs. Check DoD requirements for the use of a specific seal.

For more information about specific examples of seals presented here, refer to Chapter 4.

SEALS FOR CONVENTIONAL ARMS, AMMUNITION & EXPLOSIVES, AND CLASSIFIED SHIPMENTS

NOTE: Theseare specific sealsby specific manufacturers. Refer to manufacturersin Appendix C.

Seals Required and Authorized by DoD

Figure 3-1. CableLock Seal by E.J. BrooksNSN 5340-00-084-1570
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Figure 3-2. Modified Rod-Lok Il Seal by E.J. Brooks NSN 5340-01-260-9935
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Figure 3-4. Cone-Lok Seal by Brammel, Inc. NSN 5340-01-177-7405

? im:h-ns i 2

Figure 3-5. Tyden Car Ball Seal by Brammel, Inc. NSN 5340-01-237-7646
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Figure 3-6. Multiple Snap Lock Seal by Brammel NSN 5340-01-318-6771
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HASPS ON RAIL CARS, TRUCKS, CONTAINERS AND VANS

Figure 3-7. Hasps

Seal Examples

S

Figure 3-8. Cable Style Seal Figure 3-9. Bolt Style Seal Figure 3-10. Strap Style Sedl, Car Ball

.
O\

N“‘%‘a‘;‘?‘t
Figure3-11. Padlock Style Seal Figure 3-12. Strap Style Sedl, Figure3-13. Strap Style, Car
Car Plastic Box Sedl
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DRUMS

Figure3-14. Drum

Seal Examples

Figure 3-15. Strap Style, Plastic Bal Drum

Figure3-16. Pull-Tight Sed Figure3-17. Padlock Style, Plastic Figure 3-18. Wire Style, Folded




OTHER SEAL EXAMPLES

Figure 3-19. Strap Style, Figure 3-20. Strap Style, Plastic Seal Figure3-21. Strap Style,
Plastic Seal Plastic Seal

el Ty,

Figure3-22. Plastic Padlock Figure 3-23. Wire Padlock Style Seal Figure 3-24. Wire Padlock
Style Sedl Style Sedl

Figure 3-25. Wire Style, Figure 3-26. Wire Style, AN Sed Figure3-27. Wire Style, Fold
Aluminum Roll Over Seal Wire Seal
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CHAPTER 4
SEAL STYLES

INTRODUCTION

In this chapter, seals are grouped according to style
asfollows:

* WireStyle

* Pull-Tight Style

» Strap Style

 Bolt Style

* Padlock Style

» CableStyle (Figure4-1)

* Label Style (not covered in this guide)

Thischapter describesthe sealsin general termscom-
monto the style. Within these styles, there can be severa
variations. For an exact description of aspecific seal, con-
sult the manufacturer’ s product catalog. Y ou canrefer to
Appendix Cfor apartial list of manufacturers.

Figure4-1. Haspwith Cable Style Seal

Seal Description

The seal description isashort narrative that supple-
ments the seal image and provides information concern-
ing the design features of the seal.

It is advisable that sealswith sequential serial num-
bers be used. However, in this chapter there are some
examples of sealsthat cannot be procured with sequential
seria numbers because they are already in use and you
should befamiliar with these seals.

Tamper-Resistance Summary

Thissummary presentsthetimeto open and re-close
the seal using the original partswith commercially avail-
able hand tools or very simpleinstruments; for example,
shimsor wire,

The minimum time estimatesin the tamper-resistance
summary are based on the results of testing aspecific seal
or are estimates based on the results of actual attacksin
optimal conditions using an adversary proficient in per-
forming the defeat.

Installation Guidelines

The special installation guidelines contain informa-
tion about seal installation.

Check, Inspect, and Record

Thisis information about how to check the seal for
indicationsof tampering. Itisalsoareminderto: (1) check
the seal to determine if it is properly installed, and (2)
record information about the seal .

Unit Cost

Thisis an estimated cost of each unit based upon a
certain quantity purchased at onetime. Thiscost figureis
only to show relative cost of one seal to another. This
figure is not intended to be used for ordering purposes.
Thisfigure does not reflect the total system costs such as
cost of personnel training, installation, removal, disposal,
and any extra tools that may be needed to install or re-
movethe seal.
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WIRESTYLESEALS Crimp Wire Seals

Some of the available spirally wound sealing wiresfor Crimp wire seals are seal sthat consist of wire passed
wire style sealsare shown in Figure 4-2. Sealingwires1  through ahousing that is crimped or pressed against the
through 6 (Figure 4-2) are explained below: wire holding thewirein place (Figure 4-3). Thetypes of

crimpwireseasare:
Wire 1 - Used for light sealing requirements. Availablein

1/2-pound and 2-1/2-pound spools. Overall diameter of * Steel Disk Seals
wireis0.034 mm, with an approximate break strength of 7 * Aluminum Roll-Over Sedls
pounds. Galvanized steel. * Aluminum Crimp Sedls

* Aluminum Sleeve Seals
Wire 2 - Most popular for genera sealing purposes. Avail-
ablein 1/2-pound and 2-1/2-pound spools. Overall diam- NOTE: Lead crimp wire seals are not used by Dod
eter of wireis0.044 mm, with an approximate break strength for environmental reasons.
of 17 pounds. Galvanized steel. <

Wire 3 - Heavy-duty wire for applications where seals
and wire are exposed to rough handling. Availablein 1/2-
pound and 2-1/2-pound spools. Diameter of wireis0.034
mm, with an approximate break strength of 34 pounds.
Galvanized stedl.

Wire 4 - Galvanized stedl for heavy duty sealing where
greatest tensile strength isneeded. Availablein 1/2-pound
and 2-1/2-pound spools. Diameter of wireis0.038 mm,
with an approximate break strength of 40 pounds.

Wire 5 - Aluminum breakaway designed for fire extin-
guishersand other applicationsrequiring aquick and easy
break-in. Diameter is0.037 mm with an approximate break
strength of 6 pounds.

Wire 6 - Single strand is used where small diameter and
strength areimportant. Diameter is0.035 mm and an ap- - -
proximate break strengthis45 pounds. Galvanized stedl. Figure4-3. Alternativesto Lead Sedls

Figure4-2. Available Wire, Actua Size
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Steel Disk Seal. The steel disk seal consists of asteel
cup, availablein three sizes, and an accompanying paper
disk insert that contains printed information (Figures4-4
and 4-5). The sedl isattached to the wire using a specia
die that rolls the outer edge into a bead capturing the
paper insert and thewire. Thisseal can be procured with
sequential serial numbers.

» Tamper-Resistance Summary - Defeat of asteel disk
seal will take aminimum of 30 seconds.

* Installation Guidelines - Thesteel disk seal isinstalled
with astamping tool similar tothe seal pressin Figure4-13
and Figure4-15.

Minimizethelength of the wireloop, making the seal
atight fit around the item being sealed. Pass the loose
ends of the wire through the seal as many times as pos-
siblebefore crimping. Spirally wound wireisrecommended
to ensure non-slip sealing.

» Check, Inspect, and Record - Oncethe seal isproperly
installed, ensurethat thereisno free play between the sedl
body and thewire. Verify and record the serial number.

During post-mortem examination, compare the re-
moved seal with an unused sample seal, side by side. Ex-
aminethe seal to determineif the seal and wire are glued
back together. Examinethe seal for evidence of crimping
with tools other than the designated crimping or pressing
tool. Beawarethat crimping and pressing diesare easy to
duplicate, making most of these seals relatively easy to
counterfeit.

* Unit Cost - $0.04 (based on aquantity of 1,000).

Figure4-4. Steel Disk Seal

Figure4-5. Steel Disk Housing
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Aluminum Roll-Over Seal. Theauminum roll-over
seal isan aluminum stamping similar to afold wire seal,
except that the attachment of the wire to the seal is done
by means of aspecia tool that wraps the al uminum around
the wire (Figures 4-6 and 4-7). These seals cannot be
procured with sequential serial numbers.

» Tamper-Resistance Summary - Defeat of thealuminum
roll-over seal will take aminimum of 30 seconds.

* Installation Guidelines - Thealuminumroll-over seal is
installed with acrimping tool asshown in Figures4-8 and
49,

Minimizethelength of thewireloop, making the seal
atight fit around the item being sealed. Pass the loose
ends of the wire through the seal as many times as pos-
siblebeforecrimping. Spirally wound wireisrecommended
to ensure non-slip sealing.

» Check, Inspect, and Record - Oncethe seal isproperly
installed, ensurethat thereisno free play between the sedl
body and the wire.

During post-mortem examination, compare the re-
moved seal with an unused sample seal, sideby side. Ex-
aminethe seal to determineif the seal and wire are glued
back together. Examinethe seal for evidence of crimping
with tools other than the designated crimping or pressing
tool. Beawarethat crimping and pressing diesare easy to
duplicate, making most of these seals relatively easy to
counterfeit.

* Unit Cost - $0.02 to $0.07 (based on aquantity of 1,000).

I —

Figure4-6. Aluminum Roll-Over Sed

Figure4-7. Aluminum Roll-Over Sedl, Actua Size
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Figure4-8. Crimp Tool for the Aluminum Roll-Over Sedl

Put seal into head of sealer

by pressing the seal backwards
against the spring slider until
the point of the seal lies under
the curl of thetool.

Hook wire or cord behind the
point of the seal and compress
handles of sedler.

Be sure the prong of the sed
curlsaround thewire or cord,

grippingit firmly.

Press handles of sedler al the
way to afirm stop. This puts
anend crimpintheseal, and
firmly locksit around thewire
or cord and embosses the code
on the sedl.

Figure4-9. Aluminum Roll-Over Sed Ingtallation
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Aluminum Crimp Seal. Theauminumcrimp sedl (Fig-
ure 4-10) isan aluminum stamping that isrectangular in
shape and contains wire receptacles similar to solderless
connectors. The seal is applied by means of a seal press
or solderless connector crimping tool. This seal can be
supplied with a company identification and sequential
serial numbers.

» Tamper-Resistance Summary - Defeat of thealuminum
crimp seal will take aminimum of 30 seconds.

* Installation Guidelines - A seal presssimilar tothat in
Figure4-11 and Figure4-15isused toinstall thisseal.

Minimizethelength of thewireloop, making the seal
atight fit around the item being sealed. Pass the loose
ends of the wire through the seal as many times as pos-
siblebeforecrimping. Spirally wound wireisrecommended
to ensure non-slip sealing.

» Check, Inspect, and Record - Oncethe seal isproperly
installed, ensurethat thereisno free play between the sedl
body and thewire. Verify and record the serial number.

During post-mortem examination, compare the re-
moved seal with an unused sample seal, sideby side. Ex-
amine the seal to determineif the seal and the wire have
been glued back together. Examine the sedl for evidence of
crimping with tools other than the designated crimping or
pressing tool. Be aware that crimping and pressing dies
are easy to duplicate, making most of these seals rela-
tively easy to counterfeit.

» Unit Cost -

1. $0.02 to $0.11 (based on a quantity of 1,000) de-
pending upon logo.

2. Seal press (Figure 4-11) is$54.80 with femaleen-
graved diesincluding 8 characters. $1.45 per each addi-
tional character. For male engraved die add $12.60 plus
$2.50 for each additional character.

3. For tongue and groove dies add $1.85.

4. Blank diesare $47.55.

Figure4-10. Aluminum Crimp Sleeve Seal

Figure4-11. Seal PressTool
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Aluminum Sleeve Seal. The aluminum sleeve sed
(Figures4-12 and 4-13) may be applied by means of a sedl
press. The press contains diesthat provide numbers, let-
ters, or other details to be embossed on the aluminum and
compresses the aluminum around the wire. These seals
cannot be procured with sequential serial numbers.

» Tamper-Resistance Summary - Defeat of thealuminum

sleeve will take aminimum of 30 seconds. Evidence of Figure4-12. Aluminum Sleeve Seal
tampering most likely will be detected during careful ex-

amination of theinstalled seal.

* Installation Guidelines - A seal crimpingtool (Figure4-
14) or aseal press(Figures4-11 and 4-15) isused to install

thisseal. y .

Minimizethelength of thewireloop, making the seal 0 J : . f
atight fit around the item being sealed. Pass the loose I- | 1 |
ends of the wire through the seal as many times as pos- [ “

siblebefore crimping. Spiraly wound wireisrecommended w

to ensure non-slip sealing.

» Check, Inspect, and Record - Oncethe seal isproperly Figure4-13. Aluminum Crimp Sleeve
installed, ensurethat thereisno free play between the sedl
body and the wire.

During post-mortem examination, compare the re-
moved seal with an unused sample seal, sideby side. Ex-
amine the seal to determineif the seal and the wire have P
been glued back together. Examinethe seal for evidence y 3
of crimping with tools other than the designated crimping »‘ﬁa" = j
or pressingtool. Beawarethat crimping and pressing dies N

are easy to duplicate, making most of these seals rela- W

tively easy to counterfeit.

* Unit Cost - Figure4-14. Crimping and Cutting Tool

1. $0.02 t0 $0.04 (based on aquantity of 1,000).

2. Crimptool (Figure4-14) is$62.05 with femaleen-
graved diesincluding 8 characters. $1.45 per each addi-
tional character.

3. Blank diesare $54.75.
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Place one end of the wire through the opening
of theitem to be sealed; forming aloop.

Enter the ends of the wire through the hole(s) of
the seal and pull the wire tight to decrease the
size of the loop.

Place the metal seal into the sealing tool and
compressthe seal to lock thewiresfirmly
inthe seal.

Gently pull the wiresto ensure that the seal
has been engaged.

Figure4-15. Aluminum Sleeve Sedl Installation
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Roto-Seal. The Roto-Seal isone of several sealsthat
has been tested and approved as a replacement for lead
wireseals(Figures4-16 and 4-17). TheRoto-Sedl isatwo-
piece acrylic body through which wire is threaded and
then crimped like traditional lead wire seals. A unique
crimping pressrotates and securesthewireinsidethe Roto-
Seal while, at the sametime, putting an impression onthe
colored insert. The positive sealing action of the Roto-
Press makes certain each Roto-Seal is crimped securely.

This seal comeswith thefollowing:

1. Heat stamped consecutive numbers

2. Transparent body for see-through inspection

3. Color coded inserts

4. Insertsaccept dieimpressions from the Roto-
Press

5. Wireavailablein4x.014inch

6. Wiretypes- copper, galvanized, and monel

» Tamper-Resistance Summary - Defeat of thisseal will
take a minimum of 30 seconds. Evidence of tampering
most likely can be detected during careful examination of
theinstalled seal.

* Installation Guidelines - Minimizethelength of thewire
loop, making the seal a tight fit around the item being
sealed (Figure 4-18).

» Check, Inspect, and Record - Oncethe seal isproperly
installed, ensurethat thereisno free play between the sedl
body and thewire. Verify and record the serial number.

Thebody of thisseal isclear plastic solook carefully
before removing the seal to detect any break in the wire.
L ook for any discoloration of the plastic.

During the post-mortem examination, look at the seal
carefully to determine if the seal and the wire have been
glued back together.

Unit Cost -
1. $0.25 (based upon aquantity of 1,000).

2. Presswith blank dieis$85.00.
3. Presswith engraved dieis $99.00.

Wire Color Insert Seal with Serial Number

00157907

Figure4-16. Roto-Seal

&

Transparent Colored
Body Insert
ROTO-SEAL Press
"‘Hﬁ.- 9
= B

Figure4-17. Roto-Seal with Press
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you.

5. While holding humbered tag, position body in 6. Squeeze Roto-Press handleto fully closed
Roto-Press slot; seating it at the bottom. position.

7. Timexce&swire, if desired. 8 Makesurethe seal issnug fitting.

Figure4-18. Roto-Sedl Installation
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Fold Wire Seal. Thefold wire seal is asheet metal
stamping designed to fold together and securely hold a
wire (Figures4-19, 4-20, and 4-21). Thefoldlinesof the
seal are scored so that unfolding will cause the seal to
break along thefold lines. Thisseal can beprocured with
sequential serial numbers.

» Tamper-Resistance Summary - Defeat of al the fold
wire sealswill take aminimum of 30 seconds.

* Installation Guidelines - Spirally wound wireisrecom-
mended to reduce slippage. Minimize the length of the
wire, making the seal atight fit around the item being
sedled. Pass the loose ends of the wire through the seal
body as many times as possible before the seal is snapped
shut (Figure4-22).

TheFoldlok sedl (Figure4-21) isavariation of the seal
in Figure 4-19. Theinstallation instructions for this seal
arepresentedin Figure4-23.

* Check, Inspect, and Record - Oncethe seal isproperly
installed, make surethat thereisno free play between the
seal body and thewire. Verify and record the serial num-
ber.

During a post-mortem examination, comparethere-
moved seal with asample sedl. Carefully examinethe parts
after unfolding to reveal if thereis evidence of tampering,
such as scratches on the internal and external surfaces.
Examinethe side flaps next to thewire for deformation and
for scratches that differ from those on the sample. The
metal box will fracture upon reopening. Look for discol-
oration on the boxes due to heating when an attempt is
made to weld the boxes back together when opened.

* Unit Cost - $0.11 (based on aquantity of 1,000).

Figure4-21. Foldiok Sed
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Place the wire through the opening
of the container to be sealed and
formaloop.

Place both ends of the wire through
the seal opening at the inside hinge
of the seal.

With finger pressure, close the sedl
until two clicksareheard. Thesed
isnow locked.

Gently pull on thewireto ensure
that the lock is engaged.

Figure4-22. Fold WireSeal Installation
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After threading the wire through the
appropriate holes of the object to be
protected, wrap the two ends around

the narrow portion of the Foldlok sedl
between thetab marker “ SEAL BROKEN”
and the body of the sedl.

Foldtab“ SEAL BROKEN” into the recess
of the body making sure that thewireis
firmly engaged inthe crimp.

Foldintab“ SEAL BROKEN" to cover
tab“ SEAL BROKEN.”

Figure4-23. Foldiok Seal Installation
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Cup Wire Seal. Thecupwiresed (Figures4-24, 4-25,
and 4-26) consists of three sheet metal stampings. Two of
the stampings are fastened together to form the bottom of
the seal that is composed of the shell and crown. The
third stamping formsasolid top piece. Thesedl isinstalled
by threading the wire through the item to be sealed and
then through the holesin the seal bottom. Fasten thetwo
wireendstogether with acrimp type deeve or other device.
Thetop is snapped into the bottom, thereby capturing the
wirejuncture within the metal cup enclosure.

The cup wire seal may be ordered in three sizes.
Fingerprinting techniques and verification procedures
were developed by Brookhaven National Laboratory for
thisseal.

» Tamper-Resistance Summary - Defeat of the cup wire
sedl, whether it isfingerprinted or not, will takeaminimum
of 30 seconds. It will require the use of special tools as
well as substitution of the wire and sleeve.

* Installation Guidelines - To minimize accidental break-
age, use stainless steel wirewith aminimum of 15 strands.
A meta seeve may be used to crimp the wire ends to-
gether withinthe cup. Imprint both the top and bottom of
the seal with the same serial number. Minimizethelength
of thewireloop, making the seal atight fit around theitem
being sealed, to prevent the insertion of covert tools.

* Check, Inspect, and Record - Oncetheseal isproperly
installed, verify and record the serial number.

Before removing the seal, inspect for physical dam-
age or signs of tampering.

During a post-mortem examination, comparethere-
moved seal with alot sample, and compare the top serial
numberswith thebottom seal numbers. Comparethemetal
deeve that is used to hold the ends of the wire together
with the lot samples. Examine the surface areas of the
shell, crown, and top for abrasions. Compare the shape of
the seal with the sample parts to determine if dies other
than the production dieswere used to form the seal parts,
particularly the bottom section of the seal.

* Unit Cost - $0.40t0 $0.59 (based on aquantity of 1,000).

\I.';;‘

.
—

Figure4-24. CupWire Seal

Figure4-25. CupWire Seal

Wire Crown Bottom Cup

Figure4-26. Cup Wire Sedl, Exploded View
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Tik A & AN Seals. These seals have been tested
and approved as replacementsfor lead wire seals (Figures
4-27,4-28, and 4-29). The Tik one-piece plastic seal con-
sistsof ahollow capsule and anchor typeinsert connected
by athread. Upon insertion, the legs or barbs become
permanently retained behind the inner stops of the cap-
sule, so the anchor can not be withdrawn. The wire or
cord is held securely in place within the capsule. These
sealsrequire no installation tools.

» Tamper-Resistance Summary - Defeat of these seals
will takeaminimum of 15 seconds.

* Installation Guidelines - Install according to
manufacturer’ sinstructions.

* Check, Inspect, and Record - Oncethe seal isproperly
installed, verify and record the serial number. Inspect for
physical damage or signs of tampering. Look for discol-
oration of theplastic. Make surethereareno bresksinthe
thread.

Perform a post-mortem inspection of this seal when
itisnot made of clear plastic.

* Unit Cost - $0.48 t0 $1.03 (based on aquantity of 1,000).

Figure4-27. Wire AN Sed

Figure4-28. Plastic AN Seal

Capsule Plastic Thread Wireor Cord

Barbs

Figure4-29. Tik A Sed
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PULL-TIGHT STYLESEALS

Plastic Tie Seal

The plastic tie seals are constructed of a one-piece Serrated Plastic String

plastic molded part (Figures4-30 and 4-31). They consist
of aserrated plastic string that is pulled through the hole
of the seal body that contains spring fingers. Thefingers
grasp the serrated string and prevent its removal.

» Tamper-Resistance Summary - Defesat of theplastictie
sealswill take aminimum of 10 seconds.

* Installation Guidelines - When plastic seals are used,
minimize the length of the closed loop, making the seal a
tight fit around theitem being sealed (Figure 4-32). Do not
removethe extralength of the serrated string.

 Check, Inspect, and Record - Oncetheseal isproperly
installed, verify and record the serial number. The extra
length of serrated string must be present. The serrated
string should have free play in the seal body and should
not pull loose from the body beforeit breaks, either when
in place or during post-mortem examination.

During post-mortem examination, compare the re-
moved seal with asample seal and carefully examine for
signs of heat welding.

Slide narrow end of
the seal through the
opening of theitem

« Uniit Cost - $0.0510$0.06 (based on aquantity of 1,000), L0 be sealed.

Pull the remainder

of the string through
the seal body hole
until the seal fits
tightly ontheitem
being sealed.

Figure4-30. Plastic Tie Seal (locked) Figure4-32. Plastic Tielnstallation

4-16



STRAPSTYLE SEALS
Car Box Seal

The car box end seals (Figures4-33 and 4-34) are steel
strap seals. Thelatching mechanismis contained withina
folded box located on one end of the strap. All of these
seals can be procured with the company name or logo and
sequential serial numbers stamped in the strap (Figure 4-
35). Thissea has space for 18 to 22 letters and 7 digits.
L etters cannot be substituted for numbers.

» Tamper-Resistance Summary - Defeat of the car box
end seal swill takeaminimum of 30 seconds. Evidence of
tampering may not be detected by post-mortem examina-
tion.

* Special Installation Guidelines - Install the car box seal
according to the manufacturer’ sinstructions.

* Check, Inspect, and Record - Oncethe car box sedl isin
place, verify and record the serial number and any other
identifying characteristics. Check for the proper amount
of end play in the latching mechanism. There should be
about 1/8-inch but no more than 3/8-inch free play.
During post-mortem examination, compare the re-
moved seal with asample seal to detect tampering. Exam-
ine the seal latching surfaces for evidence of abrasions
that do not appear on the sample seal. Post-mortem exami-
nation may not provide conclusive evidence of tamper-

ing.

* Unit Cost - $0.04 t0 $0.11 (based on aquantity of 1,000).

Figure4-33. Car Box Seal (open)

Box with Latching End Inserts Into
Mechanism Box at Other End
/
7
HESH TABC. £00 1234567 T

e )
s |
N/

T 5

R YT |
[+ |_GUER® LoChoear.  CoiAc @ue

Figure4-34. Car Box Seal (closed)

Figure4-35. Car Box Seal with Logo and Serial Number
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Car Plastic Seal

The car plastic seals (Figures 4-36 through 4-44) are
plastic strap seal s manufactured as single-piece or double-
piece plastic molded parts. The seal latching mechanism
is contained in acylinder at one end of the strap. All of
these seals can be procured with the company name or
logo and sequential serial numbers stamped on the strap.

» Tamper-Resistance Summary - Defeat of these seals
takes aminimum of 15 seconds. Evidence of tampering
will most likely be detected during careful examination.

* Installation Guidelines - Install the car plastic seal ac-
cording to the manufacturer’ sinstructions (Figure 4-37).

* Check, Inspect, and Record - Oncethe sea isproperly
installed, verify and record the serial number and any other
identifying characteristics. Inspect the seal to ensure that
the strap has free rotation in the body and the proper
amount of end play. Look for asmaooth texture. Twist the
seal to test the strength.

During post-mortem examination, comparethe exter-
nal surface of the removed seal with asamplesea. The
strap should break before it can be pulled out of the seal
body. Open the body and theinternal partstoinspect and
carefully compare with the sample. Examinethe strap for
evidence of heat welding.

* Unit Cost - $0.03 to $0.07 (based on aquantity of 1,000).

Figure4-36. Car Plastic Seal

Place narrow end of
the seal through
openings at the
container to be
sealed.

Push narrow end
of the seal into
thelocking
mechanism
until arrowis
engaged.

Pull on seal to ensure
seal islocked.

Figure4-38. Car Plastic Seal with Hasp
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Figure4-39. Car Plastic Seal, Actual Size

Figure4-40. Adjustable Car Plastic Seal

Figure4-41. Car Plastic Seal Installation
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Figure4-42. Plastic Drum Sedl

Figure4-43. Plastic Drum Seal on Drum

STER 1 e
APPLY SPEAR THRU f’f"“ '- ._
HASP HOLE, USING
INDEX FINGER ON
FIGHT HAND TO KEER
SPEAR SHAFT STRAIGHT, \\:,

,...-.-

C ,,Z;

kS

STEP 2

HOLD 1N FOSITION,
USE THUMEB TO FOLD
AND LOCK SEAL,

NOTE, TO REMOVE SEAL,
CUT SPEAR WITH
WIRE CUTTERS.

Figure4-44. Plastic Drum Sedl Ingtallation
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Car Ball Seal

The car ball end sealsare stedl strap seals (Figures4-
45, 4-46, and 4-47). Thelatching mechanismisapianowire
loop that captures both ends of the strap. These seals
can be procured with the company name or logo and se-
guential serial numbers stamped in the strap.

» Tamper-Resistance Summary - Defesat of car ball seals
will take aminimum of 30 seconds and require the use of
specid tools.

« Installation Guidelines - Install the car ball seal accord-
ing to the manufacturer’ sinstructions.

 Check, Inspect, and Record - Oncethesedl isproperly
installed, verify and record the serial number and any other
identifying characteristics. Ensurethat thereis a proper
amount of end play in thelatching mechanism.

During post-mortem examination, compare the re-
moved seal with asampleseal. Carefully inspect the exte-
rior and interior surfacesto determine if dies other than
production dieswere used to form theball enclosure. Open
the ball housing to verify that all the internal parts are
present.

* Unit Cost - $0.03t0 $0.04 (based on aquantity of 1,000).

Figure4-45. Car Ball End Seal

Figure4-46. Car Ball Sedl, Cross Section View

.

& - =y
Tamperproof Housing % ;

Figure4-47. Car Ball Sedl, Closed
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BOLTSTYLE SEALS
Bolt Seal

Bolt sedls (Figures 4-48 and 4-49) are based on two
different design principles. Item 1 isan unthreaded pin
that isinserted into acylinder that containsaC-ring asthe
locking mechanism. Item 2issimply athreaded bolt that is
inserted into aspecially designed spin nut. The spin nut
will move up and down the bolt, provided that the threads
are smooth, but will not advance when the threads are
burred or when resistance is met. Item 2 may also be
supplied with aregular nut in place of the spin nut. These
seal's can be procured with sequential serial numbers.

» Tamper-Resistance Summary - Defeat of Item 1 will
take aminimum of 30 seconds. Defeat of Item 2 equipped
with theregular nut will take 5 minutes; with the spin nut,
7 minutes.

* Installation Guidelines - Install Item 1 according to the
manufacturer’s instructions. Both parts should contain
seria numbers. Install Item 2 sothat the nut or spinnutis
threaded tightly against the hasp and the threads are dam-
aged beyond repair.

 Check, Inspect, and Record - Oncetheseal isproperly
installed, verify and record the serial numbers and any
other identification.

During post-mortem examination, compare the re-
moved seal with asampleseal. Inspect theinternal parts
of Item 1 (Figure 4-50) for signs of abrasion. Examinethe
head of the Item 2 bolt to verify that it has not been re-
moved and replaced.

* Unit Cost - $0.20t0 $1.35 (based on aquantity of 1,000).

57 Spin Nut

Item1 Item?2

= SETE

Figure4-48. Bolt Style Seals

Hed— [/~ | Bot

Nut or
Cylinder

Figure4-49. Bolt Seal Cutaway

Figure4-50. Bolt Interna Parts
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Clear Bolt Seal

Thisclear bolt seal (Figure4-51) uses polycarbonate
plasticfor al components. The observableclear locksmake
it atamper evident seal. Thisisaccepted as a high secu-
rity seal.

This seal has two layers of locks with six locking
elements. The clear locking stem hastwo |ocking barbed
leversto prevent picking.

The serial numbers are embedded within the polycar-
bonate. According to the manufacturer, any attempt to
alter could result in destruction of the seal’ s serial number
area. The number isreadablein 1/4-inch high alphanu-
meric characters. Theserial numberisalso presentedina
1/4-inch high 3 or 9 bar code format.

» Tamper-Resistance Summary - Defeat of thisseal will
take aminimum of 3 minutes.

* Special Installation Guidelines - Install according to
the manufacturer’ sinstructions.

 Check, Inspect, and Record - Oncetheseal isproperly
installed, verify and record the serial numbers and any
other identification. Sincethisbolt isconstructed of clear
plastic, carefully look at the internal parts for signs of
discoloration or abrasion.

* Unit Cost - $0.40 to $1.60 (based on aquantity of 600).

Locking o
Elements *-i‘

Figure4-51. Clear Bolt Seal
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Snapper Bolt Seal

The snapper bolt seal (Figure 4-52) consistsof asolid
steel bolt coated in plastic. The plastic shows evidence of
tampering and protects against corrosion. The body con-
tainsalubricant to hamper friction attack by spinning the
body inadrill.

A plastic connection keeps the two parts that have
the same serial number together until itisinstalled.

The snapper closes easily with finger pressure but
requiresabolt cutter for removal.

» Tamper-Resistance Summary - Defeat of thisseal will
take aminimum of 3 minutes.

« Installation Guidelines - After installation pull thelock-
ing mechanism to verify that it islocked (Figure 4-53).

* Check, Inspect, and Record - Inspect the plastic cover
for any marks of tampering. Feel the bolt under the plastic
to check for any breaksin the steel bolt.

* Unit Cost - $1.18 (based on aquantity of 1,000).
Figure4-53. Snapper Bolt Seal Installation

Plastic
Coating
-~ Steel Bolt
3 Co
lﬁ':_,. ) -:1:,:., /
Lt cﬁr
- %
.J""'lﬁ ,
' Plastic
Connection

Figure4-52. Snapper Bolt Seal
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PADLOCK STYLE SEALS

Padlock style seals can be separated into three cat-
egories based upon the shackle construction of the pad-
lock. These categoriesare:

* Plastic
* Stedl (Figure4-54)
» Wire

Plastic Padlock Seal

Theplastic padlock seals(Figure 4-55) areconstructed
of aone-piece plastic molded part that uses various lock-
ing mechanismsto secure the shackle. All padlock seals _ ) )
areself-locking. Thematerialsgenerally used are polypro- Figure4-55. Plastic Padlock Seal, Actual Size
pylene, polyethylene, and nylon.

» Tamper-Resistance Summary - Defeat of these seals
will takeaminimum of 15 seconds. Evidence of tampering
will most likely be detected during careful examination of

Insert seal arrow
through opening

the sedl. to be sealed.
+ Installation Guidelines - Duringinstallation of theplas- b ,sh arrow
tic padlock seals, pull the locking mechanism to verify o locking
thatitislocked (Figure4-56). mechanism

) until arrow
» Check, Inspect, and Record - Verify and record the firmly engages

serial number. Once the sedl is properly installed, the locking teeth.
shackle must have free play in the body.

During post-mortem examination, compare the re-
moved sedl with a sample seal. The shackle should be
smooth-textured without signs of heat welding. All parts Gently pull
of thelatching mechanism must be present. Theshackle oy 10 ensure
should break before thelatching mechanismfalls. sedl islocked.

* Unit Cost - $0.02 to $0.04 (based on aquantity of 1,000).

Shackle™~~

/ \Body

Locking Mechanism Figure4-56. Plastic Padlock Seal Installation
Inside Body .

Figure4-54. Steel Shackle Padlock (open)
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Steel Padlock Seal

Lock sealsare similar to padlockswithout akey lock.
The body of this steel padlock sea contains the locking
mechanism and a hardened shackleis used with consecu-
tive serial numbers stamped on the body (Figure 4-57).

» Tamper-Resistance Summary - Defeat of thisseal will
take 30 seconds.

* Installation Guidelines - Purchase with serial numbers
on both the shackle and body of the lock seals. Install
these seal s according to the manufacturer’ sinstructions.

 Check, Inspect, and Record - Oncetheseal isproperly
installed, verify and record the serial number.

During post-mortem examination, compare the re-
moved seal withasampleseal. Theexternal seal surfaces
should be free of any marks that might indicate forcible
entry or tampering. Look for discol oration of the plastic.
L ook for heat weld spots. Compare the shackle and inter-
nal parts of the seal body with asample seal. Examinefor
evidence of part replacement and repainting.

* Unit Cost - $1.35t0 $3.75 (based on aquantity of 1,000).

Figure4-57. Steel Padlock Seal
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Wire Padlock Seal

The plastic body wire shackle padlock seals (Items 1,
2, and 4 of Figure 4-58) consist of a plastic body with a
solid steel wire shackle that is pushed into the plastic
body. Attempts to withdraw the shackle cause the ends
of thewire to become embedded in the plastic. The steel
body wire shackle padlock (Item 3) uses the same prin-
ciple asthe plastic body wire shackle padlock except that
the wire ends become trapped in the body due to the
configuration of the steel stamping. All these seals can
be procured with sequential serial numbers. Examples of
wire padlock sealsare presented in Figures 4-59 through
4-63.

» Tamper-Resistance Summary - Defeat of these sedls
will take aminimum of 15 secondsand evidence of tamper-
ing may not be detected by post-mortem examination.

* Installation Guidelines - Duringinstallation of thewire
hasp padlocks, pull the seal body to ensure that the wire
isfirmly embedded within the body.

 Check, Inspect, and Record - Withthe plastic body wire
shackle padlock in place, there should be a minimum
amount of free play between the wire and the plastic body.
When the steel body wire shackle padlock is in place,
make sure that 1/4 inch of free play is between the steel
body and the wire. Verify the serial numbers for both
plastic and steel padlocks.

During post-mortem examination, compare the re-
moved seal withasampleseal. Carefully examinethe parts
to ensurethat thereare no signsof forcibleentry. Examine
the wire for abrasions that do not appear on the sample.
Post-mortem examination of these seals may not provide
conclusive evidence of tampering.

Thewirepadlock sedl in Figure4-58 splitswhen there
istampering to the seal. However, the shackle stays em-
bedded in each side of the lock body. Cutting tools are
necessary to remove this seal properly.

* Unit Cost - $0.03t0 $0.27 (based on aquantity of 1,000).

Item 2
Item 1 - ltem 3

Item4

Figure4-58. Wire Hasp Padlock Seal

Figure4-59. Wire Padlock with Bar Code

1}

Figure4-60. Split Wire Padlock Seal

—,
%

Liquid Dye

N

20d1TH

B

Figure4-61. WirePadlock Sedl with Glycerin Dyeina

GlassVia Encased in Body
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1. Thisisthe assembled
open seal.

2. Thread wirethrough
unit to be secured.

Also thread wire
through central
plastic body.

3. Make U-turnwith
wirethrough small
holein plastic body.

4. Pull wiretightly with
needle-nose pliers.

5. Separateplastic
malelocking unit or
plug from plastic
body.

6. Insert plastic male
locking unitin
bottom of plastic
body until locked
in place by pinching
with needle-nose
pliers.

7. Cut excesswirefrom
top of the plastic

body. Use the side
cutters on the
needle-nose pliers.

8. Thisisthe completed
seal on secured unit.

Figure4-63. Uniplastic Wire Padlock Seal Installation

4-28



CABLESTYLE SEALS

Cable seals (Figures 4-64 through 4-75) are high-
strength security sealsthat use 3/16-inch or 1/4-inch air-
craft cable. These sealsare self-locking and empl oy lock-
ing mechanismsthat consist of roller-incline, ball-incline,
locking rings, and screw locks contained within steel bod-
ies. All the sealscan be procured with the company names
and sequential serial number identification.

» Tamper-Resistance Summary - Defeat of cable seals
will take aminimum of 30 secondsand most likely will not
be detected by post-mortem examination.

* Installation Guidelines - Install Items 1 and 2 so that the
length of the cable threaded through the hasp is mini-
mized, making atight fit on the object being sealed (Figure
4-66). Purchasewith serial numbers on both partsof Items
2and4.

Item4

Item 3

Item2

Item1

e =l

"ﬂ{

“(h. !;'

Figure4-64. Cable Style Seals

 Check, Inspect, and Record - Oncethesedl isproperly
installed, verify and record the serial numbers and any
other identification.

During post-mortem examination, compare the re-
moved seal with a sample seal and carefully inspect the
exterior and interior surfacesto detect tampering. Exam-
inethe body of Item 2 for asmall holedrilled into the end.
Obtain tensiletest datafor Item 3 sealsthat have not been
tampered with and give all removed sealsthe sametensile
test. A significant drop intensile strengthisagood indi-
cator of seal defeat. Examine the body of the Item 4 seal
internally and carefully compare with a sample for un-
usual signs of abrasion.

* Unit Cost - $0.55t0 $1.60 (based on aquantity of 1,000).

Figure4-66. Cablelnstallation

Cable Closed Sed

L LA

el -
SRR

Figure4-65. Cable Cutaway View
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Figure4-67. Taper Lock Cable Sed

Figure4-69. Mini Lock Cable Seal

1. Place cable end through locking areaand then through
body hole with the end extending slightly below the
case bottom.

2. Placethreaded screw end of locking devicein the
threaded hole on the case side and screw in tightly.

3. Break off the handlewith sudden pressure. Screw head
remainstightly recessed in hole, securely locking the
cablein place. Dispose of the handle piece.

Figure4-71. CableLock Installation
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Figure4-75. ConeFlag Cable Seal
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CHAPTERS
SEAL CONTROL

INTRODUCTION

Thischapter providesageneral framework for devel-
oping the procedures and other elements of a seals con-
trol program. Modify the procedures to fit your overall
Security program.

DOCUMENTATION

Document all seal program procedures. Have written
instructions for every aspect of the seal control program
so each person can look up any information regarding
his/her dutieswithin the program.

TRAINING

Develop aprogramtotrain seal personnel. Thereare
some suggestionsfor atraining program inthis chapterin
Personnel and Roles.

Keep alist of al personnel that have been trained in
the use of seals.

PERSONNEL AND ROLES

| dentify the personnel involved in the seal program.
The sizeand complexity of thefacility will determine how
many personnel will benecessary. Inasmall operation, an
individual can perform morethan onerole. Separatethe
important functional areas such as record control, seal
administrator, seal application, and seal inspection. Sug-
gested roles are discussed below.

Vendor

The vendor is the manufacturer or distributor from
whom the seals are purchased.

Buyer

Thebuyer isthe person or group responsiblefor pur-
chasing and receiving the seals.

Seal Administrator

Inasmaller operation, the seal administrator and seal
custodian can be combined. Therolesincludethefollow-

ing:

Approves seals that are shipped by the vendor.
Responsible for maintaining the seal supply and
the associated records concerning the receipt and
distribution of the seals.

Reviewsand approvesall formsand proceduresused
for the accountability of seals.

Periodically reviews seal control proceduresto en-
sure compliance with approved seal procedures

Designates authorized seal users.

The person(s) in the operations area responsible
for receipt and distribution of the seals and the as-
sociated documentation.

Seal Custodian

The seal custodian:

Receives sea sfrom the seal administrator.

Maintainsaseal issuancelog to record distribution
of seals to subordinate units or applicators.

Protects unissued seals and seal accountability
records to prevent unauthorized seal substitution
orillega use.

Controls keys for seal containers and accountabil-
ity record containers.

Controlsinstallation tools.

Ensuresthat the organization’ s sealsare not i ssued
to another organization.

Seal Applicator/Remover

The seal applicator/remover isthe person(s) trained
in the correct proceduresfor using, applying and remov-
ing seals. Theseal applicator:

* Receives seals from the seal custodian.
* Applies seals.
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Removes sedls.
Destroys sedls.
Forwards sealsfor post-mortem inspection.

Test the seal applicator/remover trainee after train-
ing. The following is a suggested test:

1. Apply two seals correctly in succession.
2. Test theintegrity of each seal.
3. Remove each seal according to approved procedures.

The seal applicator/remover must demonstrate an
understanding of the appropriate procedures such aswhat
todoif thereis seal breakage, how to record serial num-
bers, how to depose of used seals, and all other dataflow
pertaining to the seals.

To help ensurethat seal applicators maintain aneces-
sary level of proficiency, conduct periodic evaluation to
determine their current knowledge of the seal program
and their ability to apply and remove seals.

The seal applicator sendsthe seal custodian all infor-
mation concerning thereceiving, application, and removal
of seals.

Seal Inspector

In afacility with a small number of personnel, this
function could be combined with the applicator/removal
personnel. The seal inspector hasthe following roles:

Inspects installed seals

Audits seal records

Reviews procedures

Checks inventory

Performs post-mortem inspection of removed seals
Destroys seals or returns them to the seal adminis-
trator

Train the personnel who will be inspecting sealsin
inspection procedures and all the likely and most perti-
nent methods of defeating seals. Use caution in discuss-
ing thisinformation so potential perpetratorswill not get
thisinformation.

The seal inspector sendsthe seal custodian all infor-
mation concerning theinspection and destruction of seals.
Some seal plans require that destroyed seals be returned
to the seal administrator. The destroyed seals should be
logged against the inventory.

PROCUREMENT

Figure 5-1 is an example of some seal control mea-
suresthat could beincorporated into procurement proce-
dures. Inthisillustration, the seals are shipped from the
manufacturer in sealed plastic bagsthat have tamper indi-
cating features and inventory and control logs.

Do not accept seals unless they meet the standards,
specifications, and identification requirements of Federal
Specification FF-S-2738. Testing may be done by the manu-
facturer, an independent laboratory, or by the DoD. Pro-
vide a procedure to question the quality of the sealsif the
seals seem unsatisfactory.

Require avendor statement from the vendor that the
seals have unique characteristics such as sequential se-
rial numbers, logos, etc., and that these unique character-
istics will not be provided to another customer without
approva from the purchaser.

Require a statement by the manufacturer with each
shipment of seals stating that those seals meet specifica-
tionsand quality assurance requirements of Federal Speci-
fication FF-S-2738. Anexample of amanufacturer’ sstate-
ment isshownin Figure 5-2.

Review the manufacturer’ s statement and inspect the
seal sampleswhen received.

Accompany this statement with the following:

» Samplesof the sedls.

* A copy of any sales brochure or advertising mate-
rial describing the seal and its use.

* Anillustration or photograph of the seal that issuit-
ablefor Xerox copying to give to sea personnel.

Any extrasealswill be giventothe seal administrator.

Ensure that there are security requirements at the
vendor’ sfacility, such as stock control, die or mold con-
trol, accessto product, item accounting, and background
investigations of vendor employees

STORAGE

After the seals are purchased and received, use the
following storage procedures:

Secure all unissued sealsin acontrolled area.
Document personnel who have accessto this area.
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Seal Issue
Log &
Inventory
Control
Sheet

Sesl
Assignment
Card

Pedl-off
Labels
w/Serid #'s

One-Write
Pegboard

Individual
Tamper Evident
Pouch

Sealed with
Tamper Evident
Colored Seal

Perforations
Separate each
Individual
Pouch

Dispenser
Box Contains
Web of 30
Pouches, Sed
Log Sheets, &
Sesl
Assignment

Cards

M\\\/—J

Figure5-1. Exampleof Control of System Components
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MANUFACTURER STATEMENT

COMPANY NAME AND ADDRESS

Sedl Indentification

Sed Model Number:

Typeof Sedl:

Manufacturer’ s Part Number:

Anartist’ srendition or other pictorial representation of the seal isattached to this attestation. Also, six or more samples
and advertising material for the seal areforwarded herewith for your inspection.

Tests of this seal were performed by (show name and address of the company or testing laboratory performing the test):

| hereby attest that the designated seal described above and depicted on the attachment meets or exceeds the United
States Department of Defense seal standards, specifications, and identification requirements of the Department of
Defense Regulations.

Signature and title of the person making the attestation:

Name

Title:

Date:

Figure5-2. Exampleof Manufacturer’ s Statement
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Maintain arecord of all seal seria numbers.
Maintain a file of Letters of Authority for using
seals.

ACCOUNTABILITY

Maintain arecord for each type of seal, serial number,
date used, item applied to, and the personnel who applied
and verified the application of the seal.

Maintain one log book for seals being issued.

Use hard cover books; not loose-leaf books.

Distribution log should contain the following:

- Seal identification number or mark

- Date and time the seal isapplied

- Designation or number of theitem sealed

- Destination, if the sealed container is being shipped
- Name of the person applying the seal

- Driver’sname, if applicable

If theitem isbeing delivered and the driver isnot part
of the shipper’ s organization, make the goods-inventory
count and the seal application in the presence of the
shipper’ srepresentative. Havethedriver write onthebill
of lading, or on the shipping order, the seal number ap-
plied to the shipped item, truck, container, or train, then
signit. Transfer seal information electronically to there-
ceiving station.

INSTALLATION

Once seals are distributed for use, they must be ap-
plied as soon as possible. When applying a seal, record
the seal data. Includethefollowing:

Type of sed

Seal number

Material identification

L ocation and identification of container

| dentification of person applying sea

| dentification of personwitnessing application where
atwo-party programisin place

Date

Obtain verification by the seal custodian that thein-
formation iscorrect and complete.

Establish a detailed procedure for applying sealsfor
each type of seal and container. A suggested application
procedure could be similar tothe examplein Figure5-3.

Unused seals must be returned to the seal custodian
for accountability and control.

INSPECTION

Create aregular schedule for inspection of installed
sealsor asampling if thereare numeroussealsinuse. Itis
best to inspect each seal. There should be an audit of
records, review of procedures, and an inventory count.

Make a post-mortem examination on the seal or at
least a 10% sampling of the seals, depending upon your
specific application.

RESPONSE TO SEAL ANOMALIES
Conditions that require aresponse:

* Missing seal

Open or disabled seal

Seal number discrepancy

Damaged seal

Improperly applied sedl

Unauthorized seal

Uncontrolled sedl

Uncontrolled seal records

Questionable condition or appearance of seal
Detection of foreign material not associated with
sed

Any other anomalies or suspicious condition

Theindividua (s) discovering the violated seal should
notify the supervisor of this situation immediately and
report the seal condition, container location, and seal iden-
tification number.

Determineif aviolation has occurred. Take appropri-
ate action, and verify of the contents of the violated con-
tainer, if necessary.

If the condition that caused the seal to be violated
has been determined, apply areplacement immediately.

Hold a suspect seal until investigation has resolved
the situation and the seal administrator approves disposal
of the seal.

Should it be necessary to break a seal before its ar-
rival at thefinal destination, record thefollowing informa-
tion:

The name of the person breaking the seal
Thereason for breaking the seal

Thetime and date the seal was broken

Theserial number or identifying mark of the broken
sed
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PROCEDURE FOR APPLICATION OF CUP WIRE SEAL

1. Obtainthefollowing material:
a) Cup wire seals (tops and bottoms)
b) Seven-by-seven (49 strand), 175-pound braided wire
¢) Crush-type seeves
d) Electrician pliers(capable of crimping collars) and apair of wire cutters.
2. Check that serial numbers of the seal bottom and top cups areidentical.
3. Cut therequired amount of wirefromtheroll. Exact length will depend on the container to be sealed.
4. Apply the seal to alocation that will ensure that the container cannot be opened without destroying the seal.

5. Run the wire through the fixture and bring the endsto equal length. Alwaysremove any slack inthewire by
pullingit finger tight.

6. Run the wire ends through the holesin the numbered cup.

7. Slip the cup down thewireuntil itisin position near the fixture.

8. Place the ends through a sleeve.

9. Pull the ends of the wire to move the sleeve into position near the seal top.
10. Useelectrician pliersto crush the deevefirmly onthewire.

11. Trim thewire ends, leaving approximately 1 inch beyond each sleeve end.

12. Loop the remaining ends of wireinto theinner cup, then pull on the cup while pushing the wire and collar into the
inner cup, ensuring that thereis no interference with closure of the seal.

13. Place the bottom cup over the top cup and apply firm pressure with the fingers around the rim of the bottom to
ensurefull closure.

14. Inspect the seal and wire. If the wire was damaged during application or full closure was not achieved, cut the
wire, remove the seal (according to the cup wire seal removal procedure), and apply another.

15. Completethe material identification, location, seal number, and date portion of the seal application form.

Deliver the application form with both applicator and witness signatures to the seal custodian.

Figure5-3. ExampleInstallation Procedurefor Cup Wire Seal
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» Theseria number or identifying mark of thereplace-
ment seal
» The names of witnessesto the breaking of the seal

Report the broken seal to security personnel regard-
less of where the seal isin transit

REMOVAL AND INSPECTION

To ensure the integrity of a seal, physically inspect
the sedl beforeitsremoval. Some of the applicator/remover
duties may overlap with that of the seal inspector because
beforethe seal isremoved, it must beinspected for indica-
tions of tampering.

Only authorized personnel may remove seals. Before
removing the seal:

1. Provide adetailed procedure for removal of each type
of seal. Anexample of thisprocedure could besimilar to
Figure5-4.

2. Enter on the seal log the name, serial number, and al
coding information appearing ontheseal. Verify thatitis
theoriginal seal from the manifests. An example of a Seal
Application and Removal Formisshownin Figure5-5.

3. Check for strange marks and tampering. Make surethe
seal has not been shortened or falsely sealed.

4. Pull and twist the seal to theleft and right to ensure that
the seal head has not been violated.

5. Report any discrepancy to the proper personnel, as
well asrecording the discrepancy in the seal log.

6. Report any evidence of theft to the security department
and start an investigation, regardless of the time of day.

7. Recommend findings be photographed.
8. Have awitnessto the seal removal.
DISPOSAL

Destroy or archive seals after use in such away that
the parts of a used seal cannot be used to tamper with
sedlsthat arein use. For example, with metdl sedls, signifi-
cant destruction such as massive smashing, crushing,
cutting, or drilling is necessary to prevent seal or part of a
seal reuse. Dispose of contaminated seal swith other con-
taminated waste. Some seal s can be disposed of with clas-
sified or sensitive parts waste. Of course, your applica-
tion may be different.

ACCOUNTING

Designinformation, seriad numbers, identifying marks,
or logo so there can be no replication, depending on the
application.

Use achain of custody log or seal accountability log
when seals transfer from one area of custody to another
or one person to another. Figure5-6 isan example of aseal
accountability log.

Use auditsto show weaknesses or problemswith the
sealsor the seal program.

Conduct scheduled and unscheduled independent
auditsat least annually. The auditors should not be asso-
ciated with the seal program. Havethe auditors check the
serial numbers of the seals against the log books and seal
inventory of unused seals. ldentify and correct weak-
nesses in the seal program. Investigate discrepanciesin
the seal inventory. Verify seal applications and destruc-
tion. Check for adeviation from established procedures.
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PROCEDURE FOR REMOVAL OF CUP WIRE SEALS

1. Beforeremoving acup wire seal, an authorized seal inspector should verify that:
a) Theseal isnot broken, damaged, or improperly applied.
b) The seal number corresponds to the number on the seal log for that container.
¢) There should be awitnessto the seal removal and that witness must sign documentation.

2. If theinspection failsto verify a) or b) above, the seal applicator/remover will initiate the required response
procedure.

3. Toremovethe seal, cut thewire at least 2 inches away from the seal, then the seal and wire are removed from the
container.

4. The seal applicator/remover will record the date the used seal isremoved, examineit for tampering and incorrect
application, then give the seal to the seal inspector.

5. The seal inspector will perform a post-mortem inspection on the seal.

6. Dispose of seal consistent with procedures for disposal of seals. Record the date of disposal in the seal account-
ability records.

7. Theseal applicator/remover will deliver the seal removal form to the seal custodian as soon as possible.

Figure5-4. Example Removal Procedurefor Cup Wire Seals

58



ojdwexq uno [eaoway pue uonedddy [eeg "¢-¢ am3ig

aled alnjeubis ueIpolsny |29

aeq Ag passouyp | Jojeoyddy adK] |eas paAoway/papiop panddy uoyeso] dlJsuiejuon | #[eusg |ees

CUTG R BELG)

F1dINVX3 WHOL4 TVAONIY ANV NOLLVYOI1ddY 1V3S

59




ordwexyg So7 AN[IqeIUN0OIY [BSS "9-G 2INJL]

(uoneoyddy
uj uayo.ig) juswaoeday jdiaosay panssj| loqunn
papIoA |eas MON Algqwassesiq owny ajeq uoneso] abpeg juaidioay jo aunjeubis # Q| |e9s
auQ %28Yyd

9071 ALINIFGVLINNODIV VIS

510



BIBLIOGRAPHY

American Society for Testing and Materials. ASTM F1157: Standard practicefor classifying the relative performance of
the physical properties of security seals.

American Society for Testing and Materials. ASTM F1158: Standard guide for inspection and eval uation of tampering
of security seals.

American Society for Testing and Materials. ASTM F946: Guidefor establishing security seal control and accountabil-
ity.

Federal Specification FF-S-2738: Sedls, antipilferage.
Federal Specification FF-S-2738A (Proposed): Sedls, antipilferage.

Naval Air Systems Command (1995). NAVAIR Container, crate, cradle, pallet, and pallet adapter identification compen-
dium, Jan 1995.

Naval Civil Engineering Laboratory (1988). Navy lock and key control guide (ashore). Port Hueneme, CA, Jun 1988.

Poli, David L. SAND78-0478: Security seal evaluation for tamper-resistance, Sandia L aboratories, Albuguerque, NM (to
be published), CNSI.

Sastre, Cesar (1969). The use of seals as a safeguard’ s tool, Technical Support Organization, Brookhaven National
Laboratory, Upton, Long Island, NY, Mar 1969.

United States Atomic Energy Commission (1974). Regulatory Guide5.15: Selection and use of pressure-sensitive seals
on containersfor on site storage of special nuclear material, Jan 1974.

United States Customs Service (1989). Customsseal manual, Sep 1989.

United States Department of Energy. DOE Order 5630.1: Control and accountability of nuclear materials (rough draft).

BIB-1



BIB-2



Anomalies
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Appendix A
GLOSSARY

Irregular or abnormal .

A deviceor materia that indicatestampering or entry into asecured area. Alsotermed seal,
tamper indication device (TID), security seal.

An attempt to gain access to what the seal is protecting without being detected.

In thisguide, thismeans any action by which aseal can be opened and re-closed, using the
original parts, with commercially available hand tools, or very simpleinstruments (shims,
wire, etc.).

A successful attack. A seal has been broken.

Inthisguide, acontainer isareceptaclefor holding or carrying material, an enclosure, or an
enclosed area.

To verify and regulate.

To openaseal and replaceit with acounterfeit seal or to changethe seal control recordsto
hide that the seal was replaced.

A unique mark inside or outside aseal.

See Antipilferage Sedl.

A set of procedures that will control seals.

Devicesthat hold an object fast by interlacing material or interlocking parts. Partsthat
engage with one another to hold fast. A devicethat isused, ason adoor, to close, hold, or
secure, and that is operated by various means, such asakey or combination.

After aseal isremoved, theinternal parts are examined.

Secret, clandestine, stealthy means.

Deviceor material used to identify, classify or label.

An attempt to compromise aseal .

A seal that has not been approved. A counterfeit seal.

A seal that is not properly part of aseal control program. A seal that is not documented.
To provethe truth by presenting evidence. To make surethat aseal isinstalled correctly

and itsidentifying markings match with seal records. To confirm the contents of acon
tainer.
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Appendix B
SPECIFICATIONS

The pricerangesin Table B-1 show relative costs of the seal typesand is not meant to be used for ordering. These
prices are the approximate cost per unit as of the date of this publication and do not reflect the total system costs such
as cost of personnel training, application, removal, and destruction.

Theminimum time estimate for each sedl in“ Defeat Time” isthe amount of timeit takesto open and re-closethe sed
using the original partswith commercially available hand tools or very simpleinstruments, for example, shimsor wire.
This time is based upon the results of testing a specific seal in optimal conditions using an adversary proficient in
performing the defeat.

The " Difficulty” column of this table shows the difficulty of seal application and/or removal. Theratings are as
follows:
E Easy Requires no toolsto install or remove
M Medium Requires atool
Df Difficult Requires special tools

Strength test results are presented in Table B-2.
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Appendix C

SEAL MANUFACTURERS

NOTE: Thisisonly apartial list

E.J. BROOKS COMPANY

164 North 13"
Newark, NJ07107
NOTE: Any reference to amanufacturer isincluded (800) 458-SEAL
only to illustrate a piece of equipment. Itis (201) 483-0335
not intended to be a recommendation or an (201) 483-T336 FAX
endorsement of any product or company. ELC SECURITY PRODUCTS, INC.
530 11™ Avenue
San Diego, CA 92101-7220
3M ID AND CONVERTER SYSTEMS DIVISION (800) 37-SEALS
3M Center Building 229-7M-03 (619) 234-0523FAX
Sant Peul, MIN 55144-1000 ENCRYPTAELECTRONICSLTD.
(612) 733-9343
5 Gold Tops, Newport
A.C. GIBSON COMPANY Gwent NP 4PG
875 Englewood Avenue United Kingdom
PO.Box 89 +44(0) 16330265551
Buffdo, NY 14223 +44(0) 16330265667 FAX
(716)838-5960 J.J. KELLER & ASSOCIATED, INC.
ADVANTAGE TECHNOLOGY, INC. 145 West Wisconsin Avenue
1809 Olde Homestead L ane PO. Box 368
Lancaster, PA 17605 Neenah, WI 5457-0368
(717) 293-4110 (800) 558-5011x208
AQUILA TECHNOLOGIES GROUP, INC. MEYERCORD
8401 Washington Place, NE 365 East North Avenue
Albuquerque, NM 87113 Carol Steam, IL 60188
(505) 828-9100 (708) 682-6251
(505) 828-9115FAX (708) 682-6345 FAX

AMERICAN CASTING & MANUFACTURING
CORPORATION
51 Commercia Street
Plainview, NY 11803
(516) 349-7010

BRAMMALL, INC.
PO.Box 208
1100 Wohlert Street
Angola, IN 46703
(219) 665-3176

DICKEY MANUFACTURING COMPANY
1315 East Main Street
St Charles, IL 60174
(630) 584-2918

PETER MANGONE, INC.
12687 West Cedar Drive, Suite 100
Lakewood, CO 80228
(800) 338-2448

PORTER SAFETY SEAL COMPANY
9230 West Grand Avenue
FranklinPark, IL 60131
(312) 455-8050

RELCOR, INC.
PO. Box 14402
North Palm Beach, FL 33408-0402
(407) 624-3227
(407) 624-3228 FAX

C1



SPANSET, INC.
PO. Box 2828
3125 Industrial Drive
Sanford, NC 27330
(919) 774-6316

STOFFEL SEALS
400 High Avenue PO. Box 825
Nyack, NY 10960
(914) 353-3800
(914) 353-3876

THE TYDEN SEAL COMPANY
210 North Industrial Park Road
Hastings, M1 49058
(616) 945-9501
(616) 945-9599 FAX
(800) 968-9501

UNITED SEAL COMPANY
17807 South Hobart Boulevard
Gardena, CA
(213) 321-4390

UNITED SEAL COMPANY
2000 Fairwood Avenue
Columbus, OH 43207
(614) 443-7633
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User Guide’s Comments/Suggestions
(Instructions: Fold on lines on reverse side, staple, and mail.)

Document Title: User’s Guide: Antipilferage Seal
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1. Comments, Recommendations, or Suggestions:

A. List page number(s):

B. Remarks:

Submitted by: (printed or typed name optional) Telephone No.

Date:
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